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(57) ABSTRACT

A method for facilitating a secured data transmission in near
field communication is provided. The method includes
dynamically interleaving data to be transmitted, using ran-
domization and transmitting the dynamically interleaved data
and the interleaved settings/parameters to the destination.
Further, a receiver device performs dynamic de-interleaving
of received data using the received interleaved settings/pa-
rameters. Further, in order to ensure security to the data trans-
mission, the system may use Random Skip Count (RSC)
values. If necessary, new dynamic interleaving settings/pa-
rameters are calculated based on an RSC value and the new
settings/parameters are used to dynamically interleave the
data. The process of interleaving can be performed in 2-di-
mensional or 3-dimensional formats. Further, in the 2-dimen-
sional and 3-dimensional interleaving schemes, data can be
first dynamically interleaved in the form of sub matrices and
the sub matrices can be further dynamically interleaved to
form the final dynamically interleaved data matrix.
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NEAR FIELD COMMUNICATION METHOD
AND APPARATUS THEREOF

PRIORITY

This application claims the benefit under 35 U.S.C. §119
(a) of an Indian patent application filed on Mar. 29, 2012 in
the Indian Patent Office and assigned Serial No. 954/DEL/
2012, the entire disclosure of which is hereby incorporated by
reference.

BACKGROUND OF INVENTION

1. Field of the Invention

The present invention relates to the field of storage sys-
tems. More particularly, the present invention relates to trans-
action recovery in storage systems.

2. Description of the Related Art

Near Field Communication (NFC) is a technique that helps
devices such as mobile phones establish radio communica-
tion by bringing the devices into close proximity. NFC facili-
tates various applications such as contactless transactions,
data exchange, Radio Frequency Identification (RFID) tag
scanning, mobile payments, and so on. Further, NFC enabled
handsets can be used to view real time travel information and
to purchase transport tickets. Further, the NFC communica-
tionis based on RFID standards. Mobile devices are equipped
with NFC chips that are capable of sending encrypted data
over a small distance. An NFC system normally has an ini-
tiator and a target. The initiator generates a Radio Frequency
(RF) field that triggers the passive target. The NFC targets
normally take the form of tags, stickers, cards, etc. that can
store information and do not require a battery to operate.

However, NFC also has certain disadvantages. For
example, the RF signal used in the NFC communication can
be picked up using an antenna. This can be further decoded
which may result in loss of sensitive information. Further, the
data transmitted using NFC communication may be
destroyed using a suitable device such as RFID jammer. Fur-
ther, the NFC communication is prone to data modification
attacks if not transmitted without proper modulation. Further,
when NFC is used for making contactless payments, it may
happen that the money could be duplicated. In another case,
money may be transferred to another person in turn causing
loss of money.

Another disadvantage of the NFC based communication is
that it is prone to a man-in-the-middle attack. In this case, an
attacker can make independent connections with the NFC
users and can control transaction of messages and/or data
between the NFC enabled user devices. This kind of attack
can critically affect the NFC transactions and security
because the data, such as transaction id, password, and so on,
get compromised to an unauthorized third party user.

Existing systems use a method of data interleaving for
ensuring security in the NFC based transaction systems.
Interleaving permits arrangement of data in specific formats.
Further, the receiver may de-interleave the information using
information on how the data is arranged in the interleaved
format. One disadvantage associated with these systems is
that a third party may still decode the information after iden-
tifying the format in which the data is interleaved.

An existing method for secured data transmission discloses
aprocess of interleaving rows and columns of the interleaved
matrix separately. The method ensures secured data transmis-
sion by using distinct interleaving sequences. A disadvantage
of this method is that it does not provide any mechanism for
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dynamically changing the interleaving sequence in case of an
attack. This may affect the security of the system and may
result in data loss.

Accordingly, due to the aforementioned reasons, there is a
need to have a method for ensuring data security in NFC
communications. Also, the method should be reliable and
highly precise to prevent data loss and data leakage.

The above information is presented as background infor-
mation only to assist with an understanding of the present
disclosure. No determination has been made, and no assertion
is made, as to whether any of the above might be applicable as
prior art with regard to the present invention.

SUMMARY OF THE INVENTION

Aspects of the present invention are to address at least the
above-mentioned problems and/or disadvantages and to pro-
vide at least the advantages described below. Accordingly, an
aspect of the present invention is to provide a secured Near
Field Communication (NFC) communication between user
devices.

Another aspect of the present invention is to improve secu-
rity in NFC communication by implementing dynamic inter-
leaving using randomization.

Another aspect of the present invention is to improve secu-
rity in data transmission using Random Sequence Count
(RSC) based mechanism.

In accordance with an aspect of the present invention, a
method for facilitating a secure near field communication
between a first device and a second device is provided. The
method includes, by the first device from which information
is to be transmitted to the second device, dynamically inter-
leaving information to be transmitted using a randomization
technique. Further, the first device transmits the dynamically
interleaved data to the second device. The first device also
transmits dynamically interleaved settings to the second
device. Further, upon receiving the dynamically interleaved
data and settings from first device, the second device de-
interleaves received data.

In accordance with another aspect of the present invention,
a system for facilitating a secure near field communication
between a first device and a second device is provided. In this
system, the first device, from which information is to be
transmitted to the second device, dynamically interleaves the
information to be transmitted using a randomization tech-
nique. Further, the first device transmits the dynamically
interleaved data to the second device. The first device also
transmits dynamically interleaved settings to the second
device. Further, upon receiving the dynamically interleaved
data and settings from first device, the second device de-
interleaves received data.

In accordance with another aspect of the present invention,
a device for facilitating a secure near field communication
with a second device in a communication network is pro-
vided. Here, the device dynamically interleaves the informa-
tion to be transmitted, using a randomization technique. Fur-
ther, the device transmits the dynamically interleaved data to
the second device. The device also transmits dynamically
interleaved settings to the second device. Further, upon
receiving the dynamically interleaved data and settings from
the device, the second device de-interleaves received data.

Other aspects, advantages, and salient features of the
invention will become apparent to those skilled in the art from
the following detailed description, which, taken in conjunc-
tion with the annexed drawings, discloses exemplary embodi-
ments of the invention.
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BRIEF DESCRIPTION OF THE DRAWINGS

The above and other aspects, features, and advantages of
certain exemplary embodiments of the present invention will
be more apparent from the following description taken in
conjunction with the accompanying drawings, in which:

FIG. 1 illustrates a general block diagram of a Near Field
Communication (NFC) system according to an exemplary
embodiment of the present invention;

FIG. 2 illustrates a block diagram that shows various com-
ponents of a user device according to an exemplary embodi-
ment of the present invention;

FIG. 3 illustrates a block diagram that shows various com-
ponents of an NFC module according to an exemplary
embodiment of the present invention;

FIG. 4 illustrates a block diagram that shows various com-
ponents of a proposed dynamically interleaved payload gen-
eration module according to an exemplary embodiment of the
present invention;

FIG. 5 illustrates a block diagram that shows various com-
ponents of a processing module according to an exemplary
embodiment of the present invention;

FIG. 6 illustrates a block diagram that shows various com-
ponents of an interleaving module according to an exemplary
embodiment of the present invention;

FIG. 7A and FIG. 7B illustrate flow diagrams that show
various steps involved in a process of dynamic interleaving
and dynamic de-interleaving of data according to exemplary
embodiments of the present invention;

FIG. 8 illustrates a flow diagram that shows various steps
involved in the process of dynamically interleaving data 2-di-
mensionally according to an exemplary embodiment of the
present invention;

FIG. 9 illustrates a flow diagram that shows various steps
involved in the process of dynamically interleaving data 3-di-
mensionally according to an exemplary embodiment of the
present invention;

FIG. 10 illustrates a flow diagram that shows various steps
involved in the process of calculating a number of columns
for a 2-dimensional matrix using a randomizer according to
an exemplary embodiment of the present invention;

FIG. 11 illustrates a flow diagram that shows various steps
involved in the process of calculating a number of rows for a
3-dimensional matrix using a randomizer according to an
exemplary embodiment of the present invention;

FIG. 12 illustrates a flow diagram that shows various steps
involved in the process of selecting a data filling/releasing
format for a matrix using a randomizer according to an exem-
plary embodiment of the present invention;

FIG. 13 illustrates a flow diagram that shows various steps
involved in the process of selecting a data filling order for a
matrix using a randomizer according to an exemplary
embodiment of the present invention;

FIG. 14 illustrates a flow diagram that shows various steps
involved in the process of selecting a data releasing order for
a matrix using a randomizer according to an exemplary
embodiment of the present invention;

FIG. 15 illustrates a flow diagram that shows various steps
involved in the process of implementing Random Skip Count
(RSC) for improved security according to an exemplary
embodiment of the present invention;

FIG. 16 illustrates a system architecture of a dynamic
interleaving system according to an exemplary embodiment
of the present invention;

10

20

30

35

40

45

55

60

4

FIGS. 17, 18 and 19 illustrate system architectures for
measuring a number of rows and a number of columns using
randomizers according to exemplary embodiments of the
present invention;

FIG. 20 illustrates a system architecture for calculating a
data filling/releasing format for a 2-dimensional matrix
according to an exemplary embodiment of the present inven-
tion;

FIGS. 21 and 22 illustrate a system architecture for calcu-
lating a data filling/releasing order for a 2-dimensional matrix
according to an exemplary embodiment of the present inven-
tion;

FIG. 23 illustrates a system architecture for 3-dimensional
matrix dynamic random interleaving according to an exem-
plary embodiment of the present invention;

FIG. 24 illustrates a system architecture for calculating a
number of rows for a 3-dimensional matrix according to an
exemplary embodiment of the present invention;

FIG. 25 illustrates a system architecture for calculating a
number of rows (m), a number of columns (n), or a number of
layers (1) for a 3-dimensional matrix according to an exem-
plary embodiment of the present invention;

FIG. 26 illustrates a system architecture for calculating a
data filling format for a 3-dimensional matrix according to an
exemplary embodiment of the present invention;

FIG. 27 illustrates a system architecture for calculating a
data releasing format for a 3-dimensional matrix according to
an exemplary embodiment of the present invention;

FIGS. 28 and 29 illustrate system architectures for dynami-
cally interleaving sub-matrices for a 2-dimensional matrix
and 3-dimensional matrix respectively according to exem-
plary embodiments of the present invention;

FIG. 30 illustrates a system architecture for sharing
dynamically interleaved data and settings between a sender
and a receiver according to an exemplary embodiment of the
present invention; and

FIGS. 31A, 31B and 31C illustrate settings/parameters 1,
settings/parameters 2 and single bit representation of
dynamic interleaving in NFC Data Exchange Format (NDEF)
format respectively according to exemplary embodiments of
the present invention.

Throughout the drawings, it should be noted that like ref-
erence numbers are used to depict the same or similar ele-
ments, features, and structures.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

The following description with reference to the accompa-
nying drawings is provided to assist in a comprehensive
understanding of exemplary embodiments of the invention as
defined by the claims and their equivalents. It includes vari-
ous specific details to assist in that understanding but these are
to be regarded as merely exemplary. Accordingly, those of
ordinary skill in the art will recognize that various changes
and modifications of the embodiments described herein can
be made without departing from the scope and spirit of the
invention. In additions, descriptions of well-known functions
and constructions may be omitted for clarity and conciseness.

The terms and words used in the following description and
claims are not limited to the bibliographical meanings, but,
are merely used by the inventor to enable a clear and consis-
tent understanding of the invention. Accordingly, it should be
apparent to those skilled in the art that the following descrip-
tion of exemplary embodiments of the present invention is
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provided for illustration purpose only and not for the purpose
of limiting the invention as defined by the appended claims
and their equivalents.

It is to be understood that the singular forms “a,” “an,” and
“the” include plural referents unless the context clearly dic-
tates otherwise. Thus, for example, reference to “a compo-
nent surface” includes reference to one or more of such sur-
faces.

The exemplary embodiments described herein achieve a
secured Near Field Communication (NFC) system by
dynamically interleaving data using a randomizer Referring
now to the drawings, and more particularly to FIGS. 1
through 31, where similar reference characters denote corre-
sponding features consistently throughout the figures, there
are shown exemplary embodiments.

FIG. 1 illustrates a general block diagram of an NFC com-
munication system according to an exemplary embodiment
of the present invention.

Referring to FIG. 1, the NFC system comprises a user
device 101.a, a user device 101.5 and an NFC communication
channel 102. The user devices 101.q and 101.5 are to be NFC
enabled devices in order to communicate using an NFC
medium. The NFC mechanism helps to establish radio com-
munication between the NFC enabled user devices 101.q and
101.5. Further, the NFC enabled user devices 101.a and 101.5
can perform functions like contactless payments, access sys-
tems, contactless communication with virtual data storage
systems, and so on.

The exemplary system enables secured data communica-
tion by implementing a randomizer based dynamic interleav-
ing mechanism. In this exemplary system, data to be trans-
mitted using NFC is interleaved in a specific format. Further,
the interleaved data is sent to the destination device. The
transmitter device also sends dynamic interleaving settings
that are used for interleaving the data, to the destination
device through secured channel or by having a Certificate
Authority (CA). In one exemplary embodiment, the dynami-
cally interleaved data and dynamic interleaving settings can
be sent to the destination user device 101.5 using the same
NFC communication channel 102. In another exemplary
embodiment, the dynamically interleaved data and dynamic
interleaving settings can be sent to the destination user device
101.5 through different channels. Use of separate communi-
cation channels for data transmission can increase the secu-
rity of the data transmission.

Further, the dynamic interleaving can be performed in 2-di-
mensional and/or 3-dimensional models. In a 2-dimensional
model, the data/message to be transmitted using NFC can be
arranged in a 2-dimensional fashion, for example, in the form
of Rows and Columns in a matrix. In this case, the system has
to calculate parameters such as number of rows (m), number
of columns (n), data filling/releasing format, Random Row
(Dm)/column Selection for filling the matrix, Random Col-
umn (Dn)/Row Selection for releasing the data from matrix,
and so on for arranging the data in matrix form accordingly. In
the 3-dimensional model, one additional parameter called
level (1) is introduced for the third dimension layer. In this
case, the data is arranged in rows and columns in each layer of
the matrix. For this, the system calculates the number of
layers (1) along with n and m. Further, data filling and releas-
ing orders also can change with the introduction of the addi-
tional parameter 1 along with the random row/column/layer
selection for filling the data and random column/layer/row
selection for releasing the data. For example, in a 3-dimen-
sional matrix, data filling and/or data releasing can begin
from layers. Further, using the measured/calculated interleav-
ing parameters/interleaving settings, data is dynamically
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interleaved in the matrix format. Further, the dynamically
interleaved data can be sent to the destination user device
101.5. The sending user device 101.a can also send the inter-
leaving parameters/settings to the destination user device
101.5. The interleaved parameters/settings sent to the desti-
nation may include a number of columns (m), a number of
rows (m), an initial clock, an Random Skip Count (RSC)
value, data filling/releasing format, data filling/releasing
order, and so on.

In an exemplary embodiment, the total number of bits can
also be kept in the interleaved parameters/settings. In this
case, only the RSC value is communicated frequently with
the destination user device, and not the interleaved settings/
parameters. This improves data security. In another exem-
plary embodiment, the sender user device 101.a and the des-
tination user device 101.5 can be paired. By pairing the user
devices, settings can be set in both devices and frequent
sharing of interleaved parameters/settings can be avoided,
which in turn ensures better data security. In another exem-
plary embodiment, the sender user device 101.a can use a
single bit indication to notify the destination user device
101.5 that dynamic interleaving of the data is performed.
Upon receiving this indication, the destination user device
101.5 can use dynamic de-interleaving to recover NFC mes-
sage/data in a secured manner. Further, the indication bit can
be given a value 1 or 0, each indicating a corresponding state
ofinterleaving. Upon receiving the interleaved data and inter-
leaved parameters/settings, the destination user device 101.5
can perform de-interleaving of the received data in order to
obtain the original NFC message/data. In another exemplary
embodiment, the dynamic interleaving system can use an
RSC mechanism for improving security in data transfer. For
example, in circumstances like data transfer failure or third
party attack, the system calculates an RSC value using a
randomizer. Further, interleaving parameters are changed as
per newly calculated RSC value. For example, the RSC value
can be used as a clock cycle value while calculating various
interleaving parameters/settings. Values of the interleaved
parameters change with a change in the RSC value. Further,
the new RSC value can be transmitted to the destination user
device 101.5 for de-interleaving of the data. As the RSC value
and hence, the interleaving parameter value can be dynami-
cally changed, the system is able to ensure security of the
transmitted data. In an exemplary embodiment, the proposed
randomization based dynamic interleaving scheme can also
be used for ensuring data security in other data based com-
munication techniques in wired and/or wireless and/or optical
networks.

FIG. 2 illustrates a block diagram that shows various com-
ponents of a user device according to an exemplary embodi-
ment of the present invention.

Referring to FIG. 2, the user device 101.a further com-
prises an antenna 201, a message module 202, a call module
203, a Bluetooth module 204, an audio/video module 206, an
NFC module 205 and a User Interface (UI) module 207. The
antenna module 201 of the user device 101 functions as
transmitter and receiver to send and receive signals from and
to the user device 101.a. The antenna 201 can be used to send
and receive call as well as message signals. Further, the mes-
sage module 202 facilitates transfer of messages from the user
device 101.a. A user can type a new message and/or view a
received message using the message module 202 and the user
interface module 207. Further, the user can be able to create
and receive various types of messages such as Short Message
Service (SMS), Multimedia Message (MMS), a flash mes-
sage, and so on depending on the user device compatibility.



US 9,160,418 B2

7

Further, the call module 203 helps to make and receive calls
of the user device 101.a. The user can make use of the user
interface module 207 to communicate with the call module
203 to make or receive calls using the user device 101.a. The
user can make/receive calls such as an audio call, a video call,
and so on, depending on the user device 101.a and network
compatibility.

Further, the Bluetooth module 204 enables connection and
communication between user devices that support similar
technology. Bluetooth technology can be used for applica-
tions such as data transfer, remote data access, and so on
between user devices.

The audio/video module 205 acts as an audio/video inter-
face that delivers audio as well as video contents to the user.
The audio/video module 205 can comprise devices such as
speakers, microphones, a screen, and so on that help to deliver
audio/video contents to the user.

The NFC module 206 facilitates NFC based communica-
tion between the user device 101.a and other NFC enabled
devices. NFC operates based on a Radio Frequency Identifi-
cation (RFID) mechanism and can support applications such
as contactless payments, tag reading, and so on. An exem-
plary system enables secured data communication by incor-
porating a randomization based dynamic interleaving scheme
with the NFC module 206. Using the dynamic interleaving
scheme, the NFC module 206 interleaves the NFC message to
be transmitted, in a specific format, and transmits to the
destination user device 101.5. The NFC module 206 can also
use certain mechanisms such as RSC to improve data security
in transmission of the NFC message.

FIG. 3 illustrates a block diagram that shows various com-
ponents of an NFC module according to an exemplary
embodiment of the present invention.

Referring to FIG. 3, the NFC module 205 further com-
prises a preamble generation module 301, a dynamic inter-
leaved payload generation module 302, an NFC message
generation unit 303, a transmitter module 304, a receiver
module 305, an NFC message detection unit 306, a preamble
detection module 307, and a dynamic de-interleaved payload
generation module 308.

The preamble generation module 301 generates a preamble
of the NFC message to be transmitted. The preamble part of
the message can be used to obtain synchronization between
the transmitted and received messages. An example of the
preamble of a message can be a header of the message.
Further, the length of the preamble affects packet overhead of
the message and can accordingly affect transmission time of
the message.

Further, the dynamic interleaved payload generation mod-
ule 302 is responsible for generating dynamically interleaved
payload data. The dynamic interleaved payload generation
module 302 implements a dynamic interleaving mechanism
in order to ensure security in the NFC data transfer. Using the
dynamic interleaving mechanism, the dynamic interleaved
payload generation module 302 interleaves the data to be
transmitted into a specific format using a randomization tech-
nique. In an exemplary embodiment, the dynamic interleaved
payload generation module 302 can use an RSC mechanism
to ensure additional data security. Further, the dynamic inter-
leaved payload generation module 302 is capable of dynami-
cally changing interleaving parameters/settings values based
on a calculated RSC value. By virtue of dynamic interleaving
mechanism, the dynamic interleaved payload generation
module 302 can safeguard the data at the time of any attack or
communication failure or hacking.

Further, the NFC message generation unit 303 generates
the NFC message to be transmitted to a destination user
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device 101.5. The NFC message can be generated by arrang-
ing in order the preamble and the dynamically interleaved
payload in a particular sequence as specified by the commu-
nication protocol used for data transmission between the user
devices 101.a and 101.5.

Further, the transmitter module 304 transmits the NFC
message generated by the NFC message generation unit 303.
Further, the transmitter module 304 also transmits interleaved
settings/parameters to the destination user device 101.5. Inan
exemplary embodiment, the transmitter module 304 can
transmit the NFC message and the interleaved parameters/
settings using the same communication channel 102 at a
different time. In another exemplary embodiment, the trans-
mitter module 304 can transmit the interleaved parameters/
settings through different secured channels 102. Further, the
transmitter module 304 can transmit the NFC message and
interleaved parameters/settings using a wireless and/or wired
NFC communication channel 102. The data transmission can
also take place through an authorized CA.

The receiver module 305 that is located in the destination
user device 101.5 receives the dynamically interleaved data
and/or the interleaved parameters/settings transmitted by the
transmitter module 304 located in the sending device 101.a.
Further, the preamble detection module 307 processes the
received interleaved information and detects the preamble in
the received NFC message.

Further, the NFC message is passed onto the dynamic
de-interleaved payload generation module 308. The dynamic
de-interleaved payload generation module 308 performs de-
interleaving of the received NFC message to identify the
payload data. The dynamic de-interleaved payload genera-
tion module 308 can use the interleaved parameters/settings
received from the transmitter module 304 of the sending
device 101.a. Using the interleaved parameters/settings, the
dynamic de-interleaved payload generation module 308 per-
form de-interleaving of the received NFC message. In an
exemplary embodiment, if the dynamic interleaved payload
generation module 302 makes any dynamic change to the
interleaved parameters/settings, the dynamic de-interleaved
payload generation module 308 is notified of the changes and
is provided with the new interleaved parameters/settings. Fur-
ther, the dynamic de-interleaved payload generation module
308 can perform de-interleaving of the received NFC mes-
sage using the new interleaved parameters/settings.

Further, the NFC message detection unit 306 constructs the
original NFC message. The NFC message detection unit 306
receives a preamble from the preamble detection module 307
and the dynamically de-interleaved payload information
from the dynamic de-interleaved payload generation module
308. Further, the NFC message detection unit 306 processes
the received information and constructs the original NFC
message.

FIG. 4 illustrates a block diagram that shows various com-
ponents of a dynamically interleaved payload generation
module according to an exemplary embodiment of the present
invention.

Referring to FIG. 4, the dynamically interleaved payload
generation module 302 further comprises a processing mod-
ule 401 and an interleaving module 402. The interleaving
module 402 requires two inputs, such as data input and a
control signal, to perform interleaving of the data to be trans-
mitted.

The control signal is generated by the processing module
401. The control signal can comprise data such as a number of
columns, a number of rows, a number of levels, a data filling
format, a data filling/releasing order, and so on, which are
required for interleaving the data to be transmitted. Further, in
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order to generate the control signal, the processing module
401 receives data to be transmitted as input. The processing
module 401 calculates values of various control signal param-
eters using randomizers. The randomizers also help the pro-
cessing module to dynamically change values of various con-
trol signal parameters in case of any attack and/or data
delivery failure. In an exemplary embodiment, the processing
module can make use of an RSC mechanism in order to
change the interleaved parameters/settings dynamically. The
system calculates the RSC value and uses the calculated value
as a clock value for calculating the control signal parameters.

Further, the control signal is fed as an input to the inter-
leaving module 402. The interleaving module 402 also
fetches the data to be interleaved as an input parameter. Fur-
ther, the interleaving module 402 interleaves the data based
on the values of different control signal parameters. For
example, if the number of rows and the number of columns
are calculated as 2 and 3 respectively, the interleaving module
402 can interleave the data in the form of a 2%*3 matrix.
Further, the interleaving module 402 can also consider
parameters such as data filling format, data filling/releasing
order, RSC value, and so on while interleaving the data. Once
the data is interleaved based on the control signal parameter
values, the interleaved data can be placed in the payload
section of the NFC message and can be transmitted to the
destination user device 101.5.

FIG. 5 illustrates a block diagram that shows various com-
ponents of a processing module according to an exemplary
embodiment of the present invention.

Referring to FIG. 5, the processing module 401 further
comprises an input module 501, a row calculator 502, a col-
umn calculator 503, an RSC calculator 504, a memory mod-
ule 505, a multiplexer 506, a clock generator 507, a random-
izer 508 and an output module 509. The input module 501
receives input for calculating the control signal. The input for
calculating the control signal is the data input that is to be
interleaved. The input data can be fed to the input module 501
through wired and/or wireless means.

The row calculator 502 calculates the number of rows in the
matrix in which the data is to be interleaved. In an exemplary
embodiment, the row calculator can use a randomizer 508 or
an equation to calculate the number of rows (m). In another
exemplary embodiment, if for a 2 dimensional matrix, the
number of columns (n) is calculated using a randomizer 508,
then the row calculator 502 calculates the number of rows (m)
using the equation. In another exemplary embodiment, if for
the 2-dimensional matrix, the number of columns (n) is to be
calculated using an equation, then the row calculator 502
calculates the number of rows (m) using randomizer. For
example, the row calculator 502 can calculate the number of
rows (m) for a 2-dimensional matrix using Equation (1):

m=(N/m) Equation (1)

where,

m=number of rows

N=total number of bits in the message

n=number of columns

In another exemplary embodiment, the row calculator 502
can calculate the number of rows using a randomizer 508. For
example, the row calculator 502 can use a first randomizer to
calculate the number of rows to be present in the matrix. In
this case, a random bit sequence is fed as input to the first
randomizer 508. Further the row calculator 502 produces a
clock pulse using a clock generator 507. Further, using the
generated clock pulse, the row calculator performs a clock
shift of the random bit sequence present in the first random-
izer. Further, a certain number of bits present in a pre-decided
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location in the randomizer bit sequence is fetched and is
compared with a pre-stored database. In an exemplary
embodiment, the database with which the bits fetched from
the randomizer are compared can be a Look Up Table (LUT).
Further, the LUT can be comprised of a number of rows (m)
corresponding to a combination of fetched bits. For example,
if the fetched bits are 00, then the corresponding number of
rows can be 1, and so on.

The column calculator 503 calculates the number of col-
umns in the matrix in which the data is to be interleaved. In an
exemplary embodiment, the column calculator 503 can cal-
culate the number of columns (n) using a randomizer 508. In
another exemplary embodiment, the column calculator 503
can calculate the number of columns (n) using a suitable
equation. For example, if for a 2-dimensional matrix, the
number of rows (m) is to be calculated using an equation, then
the column calculator 503 calculates the number of columns
(n) using a randomizer 508. For example, the column calcu-
lator 503 can use a first randomizer to calculate the number of
columns to be present in the matrix. In this case, a random bit
sequence is fed as input to the first randomizer 508. Further
the column calculator 503 produces a clock pulse using a
clock generator 507. Further, using the generated clock pulse,
the column calculator 503 performs a clock shift of the ran-
dom bit sequence present in the first randomizer. Further, a
certain number of bits present in a pre-decided location in the
randomizer bit sequence are fetched and are compared with a
pre-stored database, which can be an LUT. Further, the LUT
can be comprised of a number of columns (n) corresponding
to a combination of fetched bits. For example, if the fetched
bits are 00, then the corresponding number of columns can be
1, and so on. In another exemplary embodiment, for the
2-dimensional matrix, if the number of rows (m) is calculated
using a randomizer 508, then the column calculator 503 cal-
culates the number of columns (n) using a suitable equation.

The dynamic interleaving mechanism as in the proposed
system uses an RSC sequence to ensure security in data
transmission. The RSC value is calculated by the random skip
count calculator 504. The random skip count calculator 504
can calculate an RSC value using a randomizer 508. In order
to calculate a random skip count value using a randomizer
508, a random bit sequence of 8 bits is fed as input to the
randomizer 508. Further, using a clock pulse generated by a
clock generator 507, the random skip count calculator 504
performs a clock shift of the random bit sequence present in
the randomizer 508. In one exemplary embodiment, a deci-
mal equivalent of the 8 bit sequence can be used as count
(count_D). In another exemplary embodiment, a certain num-
bers of bits present in a pre-decided location in the random-
izer bit sequence can be fetched and compared with a pre-
stored database, which can be an LUT. For example, if the
fetched bits are 00, then a corresponding number of columns
can be 1 and so on. The calculated RSC value is then used as
a clock shift value in the clock generator 507 for calculating
parameters such as a number of rows (m), a number of col-
umns (n), a data filling format, a data filling/releasing order,
and so on. That means, the clocks of the randomizers used for
calculating values of parameters such as the number of rows
(m), the number of columns (n), the data filling format, the
data filling/releasing order, and so on are shifted according to
the calculated Count_D value. In various exemplary embodi-
ments, the shifted value/RSC can be communicated with the
other receiving device either through a secured channel or
through the same channel with a different time slot. If CA is
used as an intermediate authority, in this case through CA the
RSC value shall be shared.
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Random Skip Count=Decimal Equivalent Count=Shifting
Existing clocks of the randomizers (shift registers).

The memory module 505 can comprise databases or LUTs
s0 as to calculate parameters such as a number of columns (n),
a number of rows (m), a data filling format, a data filling/
releasing order, and so on.

The multiplexer 506 can be used to multiplex various
parameters such as a number of columns (n), a number of
rows (m), a data filling format, a data filling/releasing order,
and so on to a single signal for the ease of transmission. For
example, the parameters such as the number of columns (n),
the number of rows (m), the data filling format, the data
filling/releasing order, and so on are multiplexed to form a
control signal. Further, the multiplexed signal can be trans-
mitted to a destination using a single channel.

The control signal formed by multiplexing various param-
eters is then delivered to a communication channel using the
output module 509. The output module 509 can transmit the
control signal data to the interleaving module 402. The inter-
leaving parameters can be shared with the interleaving mod-
ule 402 using serial or parallel communication and the com-
munication can happen through a secured channel 102 or
through an authorized authority such as CA. Further, the
interleaving parameters can be shared with the dynamic de-
interleaved payload generation module 308 of the receiver
device using a wired/wireless channel via serial or parallel
communication.

FIG. 6 illustrates a block diagram that shows various com-
ponents of an interleaving module according to an exemplary
embodiment of the present invention.

Referring to FIG. 6, the interleaving module 402 further
comprises a receiver block 601, a de-multiplexer 602, a data
filling block 603 and a transmitter block 604. The receiver
block 601 receives the control signal transmitted from the
processing module 401. The receiver block 601 also receives
the data signal to be interleaved as an input parameter. The
control signal is then fed to the de-multiplexer 602. The
de-multiplexer 602 de-multiplexes the control signal and
retrieves the control signal parameters such as the number of
columns (n), the number of rows (m), the data filling format,
the data filling/releasing order, and so on, based on which the
data is to be interleaved.

The data filling block 603 analyzes the control signal
parameters and identifies values of each parameter. Further,
based on the identified value of the control signal parameters,
the data filling block 603 performs data interleaving. For
example, consider the value of various control signal param-
eters as given below:

Number of columns (n)=3

Number of rows (m)=2

Data filling format=Row wise filling, column wise outing

Data filling order=fill row 1 first

Data releasing order=release from column 2 first

In this case, the data filling module 603 interleaves the data
to be transmitted into a 2*3 matrix format. In this case, the
system adopts a row wise filling format to perform row wise
filling from a 1st row. Further, while de-interleaving the data,
data releasing is started from a 2nd column. In an exemplary
embodiment, in case of any attack and/or data failure, the
RSC calculator 504 in processing module 401 generates an
RSC value and the control signal parameters are changed
according to the RSC value. In this case, the changes in
control signal parameters are updated at the interleaving mod-
ule 402 and accordingly the data filling block 603 performs
interleaving of the data. Further, the transmitter block 604
transmits the interleaved data to a destination user device
101.56
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FIG. 7A and FIG. 7B illustrate flow diagrams that show
various steps involved in a process of dynamic interleaving
and dynamic de-interleaving of data according to exemplary
embodiments of the present invention.

Referring to FIG. 7A and FIG. 7B, in order to permit
secured transmission of the data, the data to be transmitted is
fetched in step 701 by the dynamically interleaved payload
generation module 302. Further, the dynamically interleaved
payload generation module 302 performs in step 702
dynamic interleaving of the data. In an exemplary embodi-
ment, the dynamically interleaved payload generation mod-
ule 302 can calculate and use an RSC value in order to
perform dynamic interleaving at times of attack and/or data
delivery failure or hacking, to ensure data security. Further,
dynamic interleaving of data is performed by using random-
ization of data. Further, the dynamic interleaved data is trans-
mitted in step 703 to the destination user device 101.5 using
the transmitter module 304 in the sender user device 101.a. In
one exemplary embodiment, the data can be dynamically
interleaved either in the form of a 2-dimensional matrix or in
the form of a 3-dimensional matrix. In another exemplary
embodiment, the system can use dedicated randomizers for
the purpose of 2D and 3D interleaving or can share same
randomizers. In one exemplary embodiment, dynamic inter-
leaving can also be done after generating the message or
packet. In another exemplary embodiment, the proposed
dynamic interleaving mechanism does not require the addi-
tion of any extra bits for security of the data to be transmitted.
This helps to maintain the same data size even if the data is
dynamically interleaved. In an exemplary embodiment, the
settings are not always shared with other devices. If both
devices are paired or agreed to share the data based on certain
settings, the certain settings can be used for the data sharing
and thus there is no need to send the settings every time with
the data. In case of any attack or loss of data, the settings are
shared with the receiver user device 101.5.

Further, at the receiver end, the interleaved data is received
in step 704 by the receiver module 305 in the receiver user
device 101.5. The receiver shall be aware that the dynamic
interleaving is done after packet generation or before the
packet generation. Further, the receiver checks in step 705 if
the received data is new or if the data transmission is affected
by hacking, data loss, or any such issues. If the received data
is new or if the data transmission is affected by hacking, data
loss, or any such issues, the receiver receives in step 707 new
dynamic interleaved settings from the data transmitter. If not,
the receiver uses in step 706 already received dynamic inter-
leaved settings to dynamically de-interleave the received de-
interleaved data. In an exemplary embodiment, the proposed
mechanism does not require the NFC receiver to receive
dynamic interleaved settings each time the data is transmit-
ted. In another exemplary embodiment, the interleaving set-
tings can be received through a different channel than channel
102 such as a secured transmission channel or through an
authorized CA. Further, the channel 102 can be wired or
wireless and the data transmission can be serial or parallel
transmission. The dynamic interleaved data and the dynamic
interleaved settings can be transmitted to the receiver user
device 101.5 through separate secured channels or through
the same channel 102. If the settings are transmitted through
the same channel 102 to the receiver, then the settings are
shared at a different time level to avoid the attacks. Further,
the dynamic de-interleaved payload generation module 308
present in the receiver user device 101.5 performs in step 708
dynamic de-interleaving of the received data using the
dynamic interleaving settings received from the transmitter
user device 101.a. The various actions in method 700 may be
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performed in the order presented, in a different order, or
simultaneously. Further, in some exemplary embodiments,
some actions listed in FIG. 7 may be omitted.

FIG. 8 illustrates a flow diagram that shows various steps
involved in the process of dynamically interleaving data 2-di-
mensionally according to an exemplary embodiment of the
present invention.

Referring to FIG. 8, in order to dynamically interleave a
data stream, the Dynamic Interleaved Payload Generation
Module 302 fetches in step 801 the data to be interleaved. The
Dynamic Interleaved Payload Generation Module 302 com-
prises a processing module 401 and an interleaving module
402. The interleaving module 402 performs interleaving of
the data. In order to interleave the data stream, the interleav-
ing module 402 requires a data signal input and a control
signal input. The control signal is generated by the processing
module 401. In order to generate the control signal, the pro-
cessing module 401 receives the data to be interleaved as its
input. Further, the processing module 401 processes the
received data signal and measures various control signal
parameters such as a number of columns in step 802, a num-
ber of rows in step 803, a data filling/outing format in step
804, a data filling/outing order in step 805, and so on. In an
exemplary embodiment, the processing module 401 mea-
sures the control signal parameters using a randomization
technique using a plurality of randomizers 508. In another
exemplary embodiment, the processing module 401 can use
equations for measuring certain control signal parameters as
given in Equation (1). In another exemplary embodiment, if
the number of rows (m) is calculated using a randomizer 508,
then the number of columns (n) is calculated using a suitable
equation for the 2-dimensional matrix. In another exemplary
embodiment, if the number of columns (n) is calculated using
a randomizer 508, then the number of rows (m) is calculated
using a suitable equation for the 2-dimensional randomizer.
For example, if the number of columns (n) is calculated using
a randomizer 508 for a 2-dimensional matrix, then the num-
ber of rows (m) can be calculated using the equation as shown
in Equation (1).

Further, in order to ensure more security to the data trans-
fer, the system also employs an RSC parameter. In order to
use this, the system checks in step 806 if RSC is required for
performing data interleaving. The RSC can be used for data
security at the time of attack and/or data transfer failure. The
initial value of RSC is zero. If RSC is required, the system
measures/generates in step 807 an RSC value using a system
and method to generate RSC values. If the RSC value is
generated, the system calculates the settings accordingly
using the clock shift based on the generated RSC value. In an
exemplary embodiment, the RSC check in step 806 can be
done before calculating other interleaving parameters. Fur-
ther, using the various control signal parameters, the inter-
leaving module 402 performs in step 808 dynamic interleav-
ing of the data. In the 2-dimensional method, the data is
interleaved in the form of rows and columns of a matrix.
Further, the format and order in which the data is filled into the
matrix form is fetched by the interleaving module 402 from
the control signal.

In a 2-dimensional matrix, the data can be filled using a row
wise or column wise format. Similarly, the data can be
released in a column wise or row wise format. Further, the
data filling order refers to the order in which the data is to be
filled in the matrix. For example, if the data filling format
selected is row wise filling, then the data filling order refers to
which row is to be filled first. Similarly, if the data releasing
format is selected as column wise outing, then the data releas-
ing order refers to from which column in the matrix data
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releasing should begin. Further, after dynamically interleav-
ing the data, the data is transmitted in step 809 to the desti-
nation user device 101.5 using the transmitter block 604
present in the interleaving module 402. In an exemplary
embodiment, in case of a 2-dimensional matrix, the data can
be interleaved in the form of 2D sub matrices that are then
used to randomize the data dynamically. The various actions
in method 800 may be performed in the order presented, in a
different order, or simultaneously. Further, in some exem-
plary embodiments, some actions listed in FIG. 8 may be
omitted.

FIG. 9 illustrates a flow diagram that shows various steps
involved in the process of dynamically interleaving data 3-di-
mensionally according to an exemplary embodiment of the
present invention.

Referring to FIG. 9, in order to dynamically interleave a
data stream, the Dynamic Interleaved Payload Generation
Module 302 fetches in step 901 the data to be interleaved. The
Dynamic Interleaved Payload Generation Module 302 com-
prises a processing module 401 and an interleaving module
402. The interleaving module 402 performs interleaving of
the data. In order to interleave the data stream, the interleav-
ing module 402 requires a data signal input and a control
signal input. The control signal is generated by the processing
module 401. In order to generate the control signal, the pro-
cessing module 401 receives the data to be interleaved as its
input. Further, the processing module 401 processes the
received data signal and measures various control signal
parameters such as a number of rows in step 902, a number of
columns in step 903, a number of layers in step 904, a data
filling/outing format in step 905, a data filling/outing order in
step 906, and so on. In an exemplary embodiment, the pro-
cessing module 401 measures the control signal parameters
using a randomization technique using a plurality of random-
izers 508. In another exemplary embodiment, if any two of the
number of columns (n), the number of rows (m) and the
number of layers (1) are calculated using randomizers, then
the third parameter is calculated using a suitable equation. In
another exemplary embodiment, a value of the randomizer
508 used for calculating the second parameter can be depen-
dent on value of the randomizer 508 used for calculating the
first parameter or can be independent, and the dependency
can be decided considering total balance of the equation. For
example, in the 3-dimensional mode of dynamic interleaving,
if the number of rows (m) and the number of columns (n), then
the number of layers (1) can be measured by using Equation

@

I=N/(m*n) Equation (2)

where,

I=number of layers in the matrix

N=total number of bits

m=number of rows in the matrix

n=number of columns in the matrix

The total number of bits (N) can be manually provided to
the processing module 401 or can be calculated using values
of the number of rows (m) and the number of columns (n).
Further, in order to ensure more security to the data transfer,
the system also employs an RSC parameter. In order to use
this, the system checks in step 907 if RSC is required for
performing data interleaving. The RSC can be used for data
security at the time of attack and/or data transfer failure. If
RSC is required, the system measures in step 908 an RSC
value. Further, the system calculates new control signal
parameters/settings based on the generated RSC value. Fur-
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ther, using the various control signal parameters, the inter-
leaving module 402 performs in step 909 dynamic interleav-
ing of the data.

In the 3-dimensional method, the data is interleaved in the
form of rows and columns arranged in different layers of a
matrix. Further, the format and order in which the data is
filled/released into the matrix form is fetched by the inter-
leaving module 402 from the control signal. In a 3-dimen-
sional data interleaving format, the data filling format refers
to the format in which the data is to be filled into the matrix
form. For example, the data can be filled any of a row wise, a
column wise or a layer wise format in a 3 dimensional matrix.
Further, the data releasing format refers to the format in which
the data is to be released from the matrix. For example, the
data canbe released column wise first followed by row by row
releasing and layer by layer releasing respectively. Further,
the dynamically interleaved data is transmitted in step 910 to
the destination user device 101.5 using the transmitter block
604 present in the interleaving module 402. After interleaving
the data in the 3-dimensional format, the interleaved data is
sent to the destination using the transmitter module 304. In an
exemplary embodiment, the transmitter module 304 trans-
mits the interleaved parameters/settings to the destination/
receiver in advance before transmitting the data. The inter-
leaved data and the interleaved parameters/settings can be
transmitted through a single channel at different times or
through different secured channels. Further, the receiving
device can perform de-interleaving of the received data using
the interleaved parameters/settings received from the sender
user device 101.a. In an exemplary embodiment, in the 3-di-
mensional interleaving format, the data to be interleaved is
interleaved in the form of sub matrices. Further, the sub
matrices are dynamically interleaved and are sent to the des-
tination. The various actions in method 900 may be per-
formed in the order presented, in a different order or simul-
taneously. Further, in some exemplary embodiments, some
actions listed in FIG. 9 may be omitted.

FIG. 10 illustrates a flow diagram that shows various steps
involved in the process of calculating a number of columns
for a 2-dimensional matrix using a randomizer according to
an exemplary embodiment of the present invention.

Referring to FIG. 10, if the number of columns is calcu-
lated using a randomizer for a 2 dimensional matrix, then the
number of rows is calculated using an equation such as Equa-
tion (1). In another exemplary embodiment, if the number
rows are calculated using the randomizer, then the number of
columns can be calculated using a suitable equation.

In another exemplary embodiment, the process of calcu-
lating the number of columns using a randomizer as described
below can be used for calculating the number of rows if the
number of columns is to be calculated using an equation for
that 2-dimensional matrix, with a different LUT.

In order to calculate the number of columns for a matrix,
the column calculator 503 in the processing module 401
initializes in step 1001 a first randomizer. The first random-
izer 508 can be initialized using a random bit sequence.
Further, the column calculator 503 performs in step 1002 a
clock shift of the random bit sequence using a clock signal
generated using a clock generator 507. After performing the
clock shift of the bit sequence, the column calculator 503
fetches in step 1003 a certain number of bits from pre-defined
fields of the randomizer 508. For example, in case of a 2-di-
mensional mode, the column calculator 503 fetches 2 bits (B1
B0) of data from a pre-defined field in the randomizer 508. In
another example, in case of a 3-dimensional mode, the col-
umn calculator 503 can fetch 3 bits (B2 B1 B0) from pre-
defined fields in the randomizer 508. Further, the column
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calculator 503 compares in step 1004 fetched bits with data
stored in certain databases present in the memory module
505. In an exemplary embodiment, the database can comprise
an LUT with the number of columns to be selected corre-
sponding to the fetched bit sequence. For example, the num-
ber of columns to be selected corresponding to the fetched bit
sequence can be selected as depicted in Table 1.

TABLE 1
Bit Sequence (n) Number of columns (n)
00 2
01 4
10 8
11 16

Here, if the selected bits B1 B0=00, the column calculator
503 selects in step 1005 2 columns. If B1 B0=01, the column
calculator 503 selects in step 1006 4 columns. Further, for B1
B0=10 and 11, the column calculator 503 selects in steps
1007 and 1008 8 and 16 columns respectively. Further, in case
of any attack and/or data delivery failure, the column calcu-
lator 503 is dynamically able to change values of the column
value parameter. In order to do this, the column selector 503
can use an RSC generated using a random skip count calcu-
lator 504. Further, the RSC count value can be used as a clock
value to shift the bit sequence in the randomizer 508. By
picking random values of RSC and by using them as the clock
value for selecting the number of columns (n), the system is
able to ensure more security to the data being transmitted.

In one exemplary embodiment, the number of bits selec-
tion from the randomizer 508 can be increased to provide
more columns in the mapping table for lengthy data packets,
where the number of columns=8, 16,32, or more. The various
actions in method 1000 may be performed in the order pre-
sented, in a different order or simultaneously. Further, in
some exemplary embodiments, some actions listed in FIG. 10
may be omitted.

FIG. 11 illustrates a flow diagram that shows various steps
involved in the process of calculating a number of rows for a
3-dimensional matrix using a randomizer according to an
exemplary embodiment of the present invention.

Referring to FIG. 11, if any two of the parameters number
of rows (m), number of columns (n), number of layers (1) are
calculated using a randomizer for a 3-dimensional matrix,
then the third parameter is calculated using a suitable equa-
tion. For example, if for a 3-dimensional matrix, the number
of rows (m) and the number of columns (n) are calculated
using randomizers, then the number of layers (1) is calculated
using a suitable equation, such as Equation (2). Further, in
case of 3-dimensional matrix parameter calculation, the sec-
ond randomizer value can be dependent on the first random-
izer value or can be independent, based on overall balance of
the equation.

In another exemplary embodiment, once the number of
rows (m) for a 3-dimensional matrix is calculated using the
process given below, then any one of the two parameters
number of columns (n) and number of layers (1) can be cal-
culated using the same method as given below.

In order to calculate the number of rows for a matrix, the
row calculator 502 in the processing module 401 initializes in
step 1101 a first randomizer 508. The first randomizer 508 can
be initialized using a random bit sequence. Further, the row
calculator 502 performs in step 1102 a clock shift of the
random bit sequence using a clock signal generated using a
clock generator 507. After performing the clock shift of the
bit sequence, the row calculator 502 fetches in step 1103 a
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certain number of bits from pre-defined fields of the random-
izer 508. For example, in case of 2-dimensional mode, the
row calculator 502 fetches 2 bits (B1 B0) of data from a
pre-defined field in the randomizer 508. In another example,
in case of a 3-dimensional mode, the row calculator 502 can
fetch 3 bits (B2 B1 B0) from pre-defined fields in the ran-
domizer 508. Further, the row calculator 502 compares in step
1104 fetched bits with data stored in certain databases present
in the memory module 505. In an exemplary embodiment, the
database can comprise an LUT with the number of rows to be
selected corresponding to the fetched bit sequence. For
example, the number of rows to be selected corresponding to
fetched bit sequence can be selected as depicted in Table 2.

TABLE 2

Bit Sequence (n) Number of rows (m)

00 2
01 4
10 8
11 16

Here, if the fetched bits B1 B0=00, the row calculator 502
selects in step 1105 1 row. If the fetched bits are B1 B0=01,
the row calculator 502 selects in step 1106 2 rows. Similarly,
if the fetched bits are B1 B0=10, the row calculator 502
selects in step 1107 3 rows and for value of B1 B0=11, the row
calculator 502 selects in step 1108 4 rows and so on. Further,
in case of any attack and/or data delivery failure, the row
calculator 502 is dynamically able to change values of the row
value parameter. In order to do this, the row calculator 502 can
use an RSC generated using a random skip count calculator
504. Further, the RSC count value can be used as clock value
to shift the bit sequence in the randomizer 508. By picking
random values of RSC and by using them as the clock value
for selecting the number of rows (n), the system is able to
ensure more security for the data being transmitted. The vari-
ous actions in method 1100 may be performed in the order
presented, in a different order or simultaneously. Further, in
some exemplary embodiments, some actions listed in FIG. 11
may be omitted.

FIG. 12 illustrates a flow diagram that shows various steps
involved in the process of selecting a data filling/releasing
format for a matrix using a randomizer according to an exem-
plary embodiment of the present invention.

Referring to FIG. 12, the data filling/releasing format
refers to the format in which the data is filled/released in the
matrix form. For example, in a 2-dimensional mode of inter-
leaving, the data filling format refers to whether the data is to
be filled row wise or column wise.

In order to calculate the data filling/releasing format, the
processing module 401 initializes in step 1201 a second ran-
domizer 508. The second randomizer 508 is initialized by
inputting a random bit sequence to the randomizer 508. Fur-
ther, using a clock pulse generated by the clock generator 507,
the processing module 401 performs in step 1202 a clock shift
of the bit sequence present in the second randomizer 508.
After performing the clock shift of the bit sequence, the
processing module 401 fetches in step 1203 a predefined
number of bits from a pre-defined location in the randomizer
508. For example, the processing module 401 can fetch a
single bit (C0) from a pre-defined position in the randomizer
508.

Further, the fetched bit (C0) is compared in step 1204 with
values stored in a corresponding database. The database can
be an LUT that includes information on data filling/releasing
format to be selected corresponding to the fetched bit. For
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example, Table 3 shows a database that comprises data filling/
releasing format corresponding to value of the fetched bit
(C0).

TABLE 3
Co Data filling order Data releasing order
0 Row by filling Column by outing
1 Column by filling Row by outing

If the fetched bit C0=0, the processing module 401 selects
in step 1205 row by row filling and column by column outing
mode for data filling/releasing. If the fetched bit C0=1, the
processing module 401 selects in step 1206 column by col-
umn filling and row by row outing mode for data filling/
releasing. Further, data filling/releasing is performed by the
dynamic interleaving module 402 according to the selected
data filling/releasing format.

In one exemplary embodiment, the data filling/releasing
format can be dynamically calculated/changed in order to
ensure better security to the data transfer. Further, an RSC
value also can be employed to dynamically calculate/change
the data filling/releasing format value. The various actions in
method 1200 may be performed in the order presented, in a
different order or simultaneously. Further, in some exemplary
embodiments, some actions listed in FIG. 12 may be omitted.

FIG. 13 illustrates a flow diagram that shows various steps
involved in the process of selecting a data filling order for a
matrix using a randomizer according to an exemplary
embodiment of the present invention.

Referring to FIG. 13, once the data filling format is
selected, the processing module calculates the data filling/
releasing order. The data filling/releasing order refers to the
order in which the data is to be filled/released in the matrix.
For example, consider a 2-dimensional matrix form in which
the data filling/releasing format is selected as row by row
filling and column by column releasing. In this case, the data
filling order refers to which row is to be filled first. For
example, if the data filling order is selected as row 1 first, data
filling starts from the 1st row followed by successive rows.
Similarly, if the data releasing order is selected to begin from
column 2, data releasing starts from column 2 followed by
successive columns. Similarly, the data filling and releasing
order can also be calculated for a 3-dimensional matrix. In
case of a 3-dimensional matrix, data filling can occur row
wise, column wise or in a layer wise manner.

In order to calculate the data filling order for a matrix, the
processing module 401 initializes in step 1301 a first random-
izer 508 by inputting a random bit sequence to the randomizer
508. Further, the processing module 401 performs in step
1302 a clock shift of the bit sequence being fed as input to the
second randomizer 508. The processing module 401 can gen-
erate the clock signal for performing the clock shift using the
clock generator 507.

Further, the processing module 401 fetches in step 1303 a
certain number of bits from pre-defined fields in the random-
izer 508. For example, consider that the randomizer 508
fetches 2 bits (A25 and A24) from the randomizer bit
sequence. Further, the fetched bits are compared in step 1304
with pre-stored database in the memory module 505. In an
exemplary embodiment, the database present in the memory
module 505 can contain at least one LUT that includes infor-
mation on a data filling order to be selected corresponding to
the fetched bit sequence.

If the fetched bit sequence is A25 A24=00, the processing
module 401 selects in step 1305 1st row or column for data
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filling. If the fetched bit sequence is A25 A24=01, the pro-
cessing module 401 selects in step 1306 2nd row/column for
data filling, and so on. Further, the data filling occurs based on
the data filling format selected. For example, if the data filling
format is selected as row by row filling and column by column
outing, and if the data filling order is selected as 1st row/
column, data filling begins from the 1st row. For example,
Table 4 shows a data filling order corresponding to the fetched
bit sequence, for a 2-dimensional matrix.

TABLE 4

Bit sequence Filling number

—_
o
Bow o~

Further, the system checks in step 1309 whether the
selected row/column exists. In an exemplary embodiment,
the system can check if the selected row/column exist or not
by comparing the selected row/column number with the num-
ber of rows (m) or columns (n) present in the matrix. For
example, it can happen that the matrix is a 2*3 matrix and the
row selected for beginning data filling is 4. In this case, the
selected row does not exist as the matrix has only 2 rows. In
such cases, the processing module perform in step 1302 clock
shift of the randomizer bit sequence and selects a new row/
column for data filling based on the newly fetched bits. If the
selected row/column exists, the data filling block 603 starts
data filling from the selected row/column in step 1310. In an
exemplary embodiment, the size of the LUT can be extended
or varied according to the data size with more selection
options and the randomizers can also be modified accord-
ingly.

For a 3-dimensional interleaving format, the data filling
can take place in 3 different planes that are row by row filling,
column by column filling and layer by layer filling. In this
case, the processing module 401 can fetch at least 3 bits from
the randomizer bit sequence, which is then compared with an
LUT present in the database. Further, based on the values of
the fetched bit sequence, the processing module 401 can
select a data filling format. An example is provided below of
an LUT that comprises a bit sequence value and a correspond-
ing data filling order for a 3-dimensional interleaving format.

Bit sequence

value
000 Row by filling Column by filling Layer by filling
001 Row by filling Layer by filling Column by filling
010 Column by filling Row by filling Layer by filling
011 Column by filling Layer by filling Row by filling
100 Layer by filling Row by filling Column by filling

101 Layer by filling Column by filling Row by filling

In one exemplary embodiment, the data filling order can be
dynamically calculated/changed in order to ensure better
security to the data transfer. Further, an RSC value also can be
employed to dynamically calculate/change the data filling
order value. The various actions in method 1300 may be
performed in the order presented, in a different order or simul-
taneously. Further, in some exemplary embodiments, some
actions listed in FIG. 13 may be omitted.

FIG. 14 illustrates a flow diagram that shows various steps
involved in the process of selecting a data releasing order for
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a 2-dimensional matrix using a randomizer according to
exemplary embodiments of the present invention.

Referring to FIG. 14, once the data releasing format is
selected, the processing module calculates the data filling/
releasing order. The data filling/releasing order refers to the
order in which the data is to be filled/released in the matrix.
For example, consider a 2-dimensional matrix form, in which
the data filling/releasing format is selected as row by row
filling and column by column releasing. In this case, the data
releasing order refers to from which column data is to be
released first. For example, if the data releasing order is
selected as column 2 first, data releasing starts from the 2nd
column followed by successive columns. Similarly, the data
releasing order can be calculated for a 3-dimensional matrix
also. In various exemplary embodiments, after selecting the
filling/releasing order, the filling/releasing can be done
sequentially or in a hopped manner or in a random fashion,
based on the calculated random sequences by the system.

In order to calculate the data releasing order for a matrix,
the processing module 401 initializes in step 1401 a first
randomizer 508 by inputting a random bit sequence to the
randomizer 508. Further, the processing module 401 per-
forms in step 1402 a clock shift of the bit sequence being fed
as input to the second randomizer 508. The processing mod-
ule 401 can generate the clock signal for performing the clock
shift using the clock generator 507.

Further, the processing module 401 fetches in step 1403 a
certain number of bits from pre-defined fields in the random-
izer 508. For example, for a 2-dimensional matrix, the ran-
domizer 508 fetches 2 bits (A19 and A18) from the random-
izer bit sequence. Further, the fetched bits are compared in
step 1404 with pre-stored database in the memory module
505. In an exemplary embodiment, the database present in the
memory module 505 can contain at least one LUT that
includes information on a data releasing order to be selected
corresponding to the fetched bit sequence. For example,
Table 5 depicts data a releasing format for a 2-dimensional
matrix corresponding to specific values of fetched bits.

TABLE 5

Bit sequence Releasing number/order

00 1
01 2
10 3
11 4

If the fetched bit sequence is A19 A18=00, the processing
module 401 selects in step 1405 1st row or column for data
releasing. If the fetched bit sequence is A19 A18=01, the
processing module 401 selects in step 1406 2nd row/column
for data releasing. If the fetched bit sequence is A19 A18=10,
the processing module 401 selects in step 1407 3rd row/
column for data releasing. If the fetched bit sequence is A19
A18=11, the processing module 401 selects in step 1408 4th
row/column for data releasing. Further, the data releasing
occurs based on the data releasing format selected. For
example, if the data releasing format is selected as column by
column outing, and if the data releasing order is selected as
from the 2nd column, data releasing begins from the 2nd
column.

Further, the system checks in step 1409 whether the
selected row/column exists. In an exemplary embodiment,
the system can check if the selected row/column exists by
comparing the selected row/column number with the number
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of'rows (m) or columns (n) present in the matrix. For example,
it can happen that the matrix is a 2*3 matrix and the column
selected for beginning data release is 4. In this case, the
selected column does not exist because the matrix has only 3
columns. In such a case, the processing module may perform
in step 1402 a clock shift of the randomizer bit sequence and
select a new row/column for data filling based on the newly
fetched bits. If the selected row/column exists, a data releas-
ing block present in the destination user device 101.5 starts in
step 1410 data releasing from the selected row/column.

In one exemplary embodiment, the data releasing order can
be dynamically calculated/changed in order to ensure better
security to the data transfer. Further, an RSC value also can be
employed to dynamically calculate/change the data releasing
value. For example, consider an 8*8 matrix for which the
format for data filing/releasing format is selected as row wise
filling and column wise releasing and the order for filling and
releasing selected as 3 and 4 respectively. Then, the filling
will start from the 3rd row followed by the 4th row up to 8th
row and automatic filling will start from the first row because
the matrix limit (8 rows) ends here and then sequentially 2nd
row will be selected to fill data. In an exemplary embodiment,
the row wise filling order can be sequential or else can be
random.

Further, at the receiver, the data releasing starts from the
4th column, followed by 5th column up to 8th and the auto-
matically releasing will start from the 1st column because the
matrix limit (8 columns) ends here and then sequentially the
2nd column will be selected to release data and then the 3rd.
In an exemplary embodiment, the column wise releasing
order can be sequential or can be random.

In an exemplary embodiment, the data releasing order can
also be calculated for a 3-dimensional matrix. For a 3-dimen-
sional interleaving format, the data releasing can take place in
3 different planes which are row by row releasing, column by
column releasing and layer by layer releasing. Further, in case
of'a 3-dimensional matrix, at least 5 different data releasing
formats can be present corresponding to each of the data
filling format. For example, if a data filling format selected for
the 3-dimensional matrix is 000, then correspondingly at least
5 different data releasing formats can be present. Similarly, if
the data filling order is 001, another 5 different data releasing
formats can be available.

Table 6 shows data releasing formats corresponding to the
data filling order 000.

TABLE 6
Data filling Data Data releasing

order releasing format indicator

000 Column by  Row by Layer by 1
releasing releasing releasing

000 Column by  Layer by Row by 2
releasing releasing releasing

000 Layer by Row by Column by 3
releasing releasing releasing

000 Layer by Columnby  Row by 4
releasing releasing releasing

000 Row by Layer by Column by 5
releasing releasing releasing

Similarly, Table 7 shows various data releasing formats
corresponding to the data filling order 001.
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TABLE 7
Data filling Data release

order Data releasing format indicator

001 Layer by Row by Column by 1
releasing releasing releasing

001 Layer by Column by Row by 2
releasing releasing releasing

001 Column by  Row by Layer by 3
releasing releasing releasing

001 Column by  Layer by Row by 4
releasing releasing releasing

001 Row by Column by Layer by 5
releasing releasing releasing

In one exemplary embodiment, a data releasing indicator
value decides the data releasing order to be selected corre-
sponding to a particular data filling format. Further, the data
releasing indicator value can be calculated using a random-
izer or a counter or a combination of both, based on the system
architecture and requirements. Further, separate LUTs can be
maintained corresponding to each of the data filling format.
Similarly, multiple data releasing formats can be available
corresponding to other data filling patterns such as 010, 011
and so on.

In case of the 3D matrix data processing, the system checks
if the data filling in the matrix is done based on any of the
sequences such as 000, 001 and so on. Then, data releasing
shall be according to the Table 6 or Table 7 and so on, to
maintain the interleaving and the proper recovery of the data
atthe receiving side. The various actions in method 1400 may
be performed in the order presented, in a different order or
simultaneously. Further, in some exemplary embodiments,
some actions listed in FIG. 14 may be omitted.

FIG. 15 illustrates a flow diagram that shows various steps
involved in the process of implementing RSC for improved
security according to exemplary embodiments of the present
invention.

Referring to FIG. 15, an initial value of RSC=0. The RSC
sequence is employed for obtaining improved data security in
case of attack and/or data delivery failure. The system checks
for any attack for data delivery failure in the message trans-
mission. If any attack or failure is detected in step 1501, the
system calculates in step 1502 an RSC value. In an exemplary
embodiment, the RSC value is calculated using a third ran-
domizer 508. The third randomizer 508 can provide a binary
sequence of 8 bits. Decimal equivalent of this binary
sequence can be used as the RSC value.

Further, the system adjusts in step 1503 a clock count value
of the first and second randomizers based on the calculated
RSC value. In an exemplary embodiment, the RSC value is
used as the clock count value for the first and second random-
izers 508. Further, using the RSC value as the clock count, the
system dynamically calculates in step 1504 new values to the
control signal parameters. Further, using the new control
signal parameter values, the data is interleaved in step 1505
and is transmitted to the destination. The calculated RSC
value also is transmitted to the destination using a secured
channel] and the destination user device 101.5 can use the RSC
count to pick the interleaved parameters/settings from the
received information. The various actions in method 1500
may be performed in the order presented, in a different order
or simultaneously. Further, in some exemplary embodiments,
some actions listed in FIG. 15 may be omitted.

FIG. 16 illustrates a system architecture of a dynamic
interleaving system according to an exemplary embodiment
of the present invention.
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Referring to FIG. 16, the data to be transmitted to a receiver
device using an NFC mechanism is fed as input to the inter-
leaving module 402 in the dynamically interleaved payload
generation module 302. Further, the interleaving module 402
receives a control signal from a processing module 401,
which is a part of the dynamic interleaved payload generation
module 302. The processing module 401 can generate the
control signal by receiving the data signal as input for pro-
cessing. Further, the control signal can comprise various
dynamic interleaving parameters such as a number of rows, a
number of columns, a data filling/releasing format, a data
filling order, a data releasing order, an RSC, and so on. The
interleaving parameters can be calculated using randomizers
and/or by using suitable equations. Further, using the control
signal parameters, the interleaving module 402 in the
dynamic interleaved payload generation module 302 perform
dynamic interleaving of the data to be transmitted/shared.

FIGS. 17,18 and 19 illustrate system architecture for mea-
suring a number of rows and a number of columns using
randomizers according to exemplary embodiments of the
present invention.

Referring to FIGS. 17, 18 and 19, for a 2-dimensional
matrix, if the number of rows (m) is calculated using random-
izer 508, then the number of columns (n) is calculated using
a suitable equation or else if the number of columns (n) is
calculated using randomizers 508, then the number of rows
(m) is calculated using a suitable equation. In the proposed
architecture for calculating the number of rows or columns,
the randomizer 508 is initiated by inputting a bit sequence.
Further, a clock shift is performed to the inputted bit sequence
and two bits from pre-defined location in the bit sequence are
fetched. Further, the fetched bits are compared with an LUT.
The LUT can comprise number of rows (m) to be selected
corresponding to the fetched bit sequences. Based on the
value in the LUT, the system selects/decides the number of
rows (m) for the 2-dimensional matrix.

FIG. 20 illustrates a system architecture for calculating a
data filling/releasing format for a 2-dimensional matrix
according to an exemplary embodiment of the present inven-
tion.

Referring to FIG. 20, the randomizer 508 is initialized by
inputting a bit sequence of suitable length (for example; 8
bits, depending on the size of randomizer) to the randomizer
508. Further, the system performs a clock shift of the bit
sequence fed to the randomizer 508. Further, the system
fetches a bit from a pre-defined location in the bit sequence
and compares the fetched bit with an LUT. The LUT can
comprise information on which data filling/releasing format
is to be used corresponding to the fetched bit. Further, the
selected data filling/releasing format is used for data filling/
releasing to and from the 2-dimensional matrix. For example,
for the 2-dimensional matrix, the data filling/releasing format
can be either row by row filling-column by column outing or
column by column filling-row by row outing. Further, in this
method, the bits can be picked from any place in the sequence,
as set by the system. Further, the bits can be tapped from any
set location, the location being configurable by the system.

FIGS. 21 and 22 illustrate system architecture for calculat-
ing a data filling/releasing order for a 2-dimensional matrix
according to exemplary embodiments of the present inven-
tion.

Referring to FIGS. 21 and 22, once the data filling/releas-
ing format is selected for the 2-dimensional matrix, then the
system calculates a data filling/releasing order for filling and
releasing data from and to the 2-dimensional matrix. The data
filling/releasing order refers to the order in which data is to be
filled/released to and from the 2-dimensional matrix. For
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example, if the data filling format is row by row filling and if
the data filling order is selected as to begin from row 2, then
the data is filled starting from the 2nd row in the matrix.

Initially a bit sequence is fed as input to the randomizer 508
and the inputted bit sequence is clock shifted using a clock
shift pulse generated using the clock generator 507. Further,
bits are fetched from predefined places in the bit sequence and
are compared with values present in corresponding LUTs.
The LUTs can comprise information on the data filling/re-
leasing order to be used. Further, the selected data filling/
releasing order is used for filling and releasing data to and
from the matrix.

FIG. 23 illustrates a system architecture for 3-dimensional
matrix dynamic random interleaving according to an exem-
plary embodiment of the present invention.

Referring to FIG. 23, the data to be transmitted to a receiver
device using an NFC mechanism is fed as input to the inter-
leaving module 402 in the dynamically interleaved payload
generation module 302. Further, the interleaving module 402
receives a control signal from a processing module 401,
which is a part of the dynamic interleaved payload generation
module 302. The processing module 401 can generate the
control signal by receiving the data signal as input for pro-
cessing. Further, the control signal can comprise various
dynamic interleaving parameters such as a number of rows, a
number of columns, a number of layers, a data filling/releas-
ing format, a data filling order, a data releasing order, an RSC,
and so on. The interleaving parameters can be calculated
using randomizers and/or by using suitable equations. Fur-
ther, using the control signal parameters, the interleaving
module 402 in the dynamic interleaved payload generation
module 302 perform 3-dimensional dynamic interleaving of
the data to be transmitted/shared.

FIG. 24 illustrates a system architecture for calculating a
number of rows for a 3-dimensional matrix according to
exemplary embodiments of the present invention.

Referring to FIG. 24, for the 3-dimensional matrix, if any
two of the parameters number of rows (m), number of col-
umns (n) and number of layers (1) are calculated using ran-
domizers 508, then the third parameter is calculated using a
suitable equation. For example, if the number of rows and
number of columns for a 3-dimensional matrix are calculated
using randomizers, then the number of layers is calculated
using a suitable equation. In the proposed architecture for
calculating number of rows, the randomizer 508 is initiated
by inputting a bit sequence. Further a clock shift is performed
to the inputted bit sequence and two bits from pre-defined
location in the bit sequence are fetched. Further, the fetched
bits are compared with an LUT. The LUT can comprise a
number of rows (m) to be selected corresponding to the
fetched bit sequences. Based on the value in LUT, the system
selects/decides the number of rows (m) for the 2-dimensional
matrix.

FIG. 25 illustrates a system architecture for calculating a
number of rows (m), a number of columns (n), or a number of
layers (1) for a 3-dimensional matrix according to an exem-
plary embodiment of the present invention.

Referring to FIG. 25, for the 3-dimensional matrix, if any
two of the parameters number of rows (m), number of col-
umns (n) and number of layers (1) are calculated using ran-
domizers 508, then the third parameter is calculated using a
suitable equation. For example, if the number of rows and
number of columns for a 3-dimensional matrix are calculated
using randomizers, then the number of layers is calculated
using a suitable equation. In the proposed architecture for
calculating number of rows, the randomizer 508 is initiated
by inputting a bit sequence. Further a clock shift is performed
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to the inputted bit sequence and two bits from pre-defined
location in the bit sequence are fetched. Further, the fetched
bits are compared with an LUT. The LUT can comprise
number of rows (m) to be selected corresponding to the
fetched bit sequences. Based on the value in LUT, the system
selects/decides the number of rows (m) for the 3-dimensional
matrix.

FIG. 26 illustrates a system architecture for calculating a
data filling format for a 3-dimensional matrix according to an
exemplary embodiment of the present invention.

Referring to FIG. 26, the data filling format for the 3-di-
mensional matrix refers to the format in which data is to be
filled in the 3D matrix. In the proposed architecture for decid-
ing a data filling format, the randomizer 508 is initiated by
inputting a bit sequence. Further a clock shift is performed to
the inputted bit sequence and three bits from a pre-defined
location in the bit sequence are fetched. Further, the fetched
bits are compared with an LUT. The LUT can comprise
information on a data filling format corresponding to the
fetched bit sequences. Based on the value in LUT, the system
selects/decides the data filling format for the 3-dimensional
matrix. For a 3-dimensional matrix, data filling can take place
starting from any of the row wise, column wise or layer wise
modes, with various combinations.

FIG. 27 illustrates a system architecture for calculating a
data releasing format for a 3-dimensional matrix according to
an exemplary embodiment of the present invention.

Referring to FIG. 27, the data releasing format for the
3-dimensional matrix refers to the format in which data is to
be released from the 3D matrix. In the proposed architecture
for deciding a data releasing format for a 3-dimensional
matrix, the randomizer 508 is initiated by inputting a bit
sequence. Further, a clock shift is performed to the inputted
bit sequence and three bits from pre-defined location in the bit
sequence are fetched. Further, the fetched bits are compared
with an LUT. The LUT can comprise information on the data
releasing order to be selected corresponding to the fetched bit
sequences. Based on the data in the LUT, the system selects/
decides the data releasing format for the 3-dimensional
matrix. For a 3-dimensional matrix, data releasing can take
place starting from any of the row wise, column wise or layer
wise modes, with various combinations.

FIGS. 28 and 29 illustrate system architecture for dynami-
cally interleaving sub-matrices for a 2-dimensional matrix
and 3-dimensional matrix respectively according to exem-
plary embodiments of the present invention.

Referring to FIGS. 28 and 29, the proposed system permits
to perform dynamic interleaving at the sub-matrices level
individually. In the sub matrix concept, the main matrix is
divided in the smaller matrices and sub matrices are used to
fill the data of random size. For example, in the case of'a 2D
matrix, sub matrices with the sizes of m1:nl . . . mx:my are
used to randomize the data dynamically. Then, the total num-
ber of bits (N) can be calculated using Equation (3):

N=mxn=(m1xnl)+(m2xn2)+(m3xn3)+(mixni) Equation (3)

In order to dynamically interleave data in the form of sub
matrices, the system maintains information on the overall
data size. Further, for the measured over all data size, the
system maintains sub-matrices. In one exemplary embodi-
ment, one dynamic interleaving system can be used to ran-
domize the individual sub-matrices or dedicated sub-dy-
namic interleaving systems can be used to speed-up the
interleaving. In a 2-dimensional sub matrices interleaving
system, 2 dimensional matrices are interleaved whereas, in
case of a 3-dimensional sub matrices interleaving system,
3-dimensional sub matrices are interleaved and transmitted.
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For a 2-dimensional matrix, the system arranges data in the
form of rows and columns of a matrix. For a 3-dimensional
matrix, the system arranges data in a 3-dimensional format,
with data being arranged in 3 planes, namely rows, columns
and layers.

FIG. 30 illustrates a system architecture for sharing
dynamically interleaved data and settings between sender and
receiver according to an exemplary embodiment of the
present invention.

Referring to FIG. 30, the data to be transmitted from the
user device 101.a to the destination is dynamically inter-
leaved in the user device 101.a. The destination can be a
second user device 101.5 placed in a shop, with a Point of
Service (POS) vendor, or with a merchant. Further, the
dynamically interleaved data and the dynamic interleaving
settings are shared with the destination device. In one exem-
plary embodiment, the dynamic interleaved data and the
dynamic interleaved settings can be shared through different
channels 102 for better security. In another exemplary
embodiment, the dynamic interleaved data and the dynamic
interleaved settings can be shared through same channels
102, in different time intervals for better security. In another
exemplary embodiment, the dynamic interleaved settings
corresponding to a dynamically interleaved data stream is
shared only once between the transmitter device and the
receiver device. The settings can be retransmitted for a DataS-
tream only if any issue such as data loss or hacking has
occurred. The settings can be transmitted before the dynami-
cally interleaved data so that the receiver can perform real
time de-interleaving of the received data. The channel used
for sharing dynamically interleaved settings and parameters
is to be a secured channel or an authorized CA. Further, the
secured channel 102 can be wired or wireless.

FIGS. 31A, 31B and 31C illustrate settings/parameters 1,
settings/parameters 2 and single bit representation of
dynamic interleaving in NFC Data Exchange Format (NDEF)
format respectively according to exemplary embodiments of
the present invention.

Referring to FIGS. 31A and 31B, the settings/parameters
shared between the transmitter user device 101.q and the
receiver user device 101.5 are divided into two parts namely
settings/parameters 1 and settings/parameters 2. The settings/
parameters are shared with the transmitter and receiver by
both parties using secured channel or through CA. The set-
tings/parameters 1 (FIG. 31A) are less frequently changed
and in case of any attack these parameters can be changed by
the permission of both parties or from the recommendation of
CA. The settings/parameters 1 comprise the following
parameters.

Calculate m, n

A. Structure of randomizer 1

B. Initial word of randomizer 1

C. Initial clock

Random Skip Count (RSC)

D. Structure of randomizer for skip count

E. Initial word of randomizer for skip count
Data Filling/Releasing

F. Structure of randomizer for filling/releasing
G. Initial word of randomizer for filling/releasing
Data Filling/Releasing order

H. Structure of randomizer for order

1. Initial word of randomizer for order

The settings/parameters that are changed frequently are
represented using settings/parameters 2 (FIG. 31B). The set-
tings/parameters 2 comprise the following parameters.
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W. Total number of bits
X. Random skip

In an exemplary embodiment, the total number of bits can
also be kept in the settings/parameter 1 section and only skip
count will be communicated with other party in case of attack
or data tracing. By doing this, the frequent sharing of the
settings/parameters over the channel can be avoided. In
another exemplary embodiment, device pairing can be done
to set the settings/parameters for both the devices (transmitter
and receiver) to avoid frequent use of sharing the settings/
parameters. In another exemplary embodiment, a single bit
indication is used in NDEF to represent that the data is ran-
domly dynamic interleaved so the receiver would come to
know and will use the dynamic interleaving to recover the
data in secured manner. An indication bit is used to indicate
dynamic random interleaving yes or no (1 or 0).

Referring to FIG. 31C, asingle bit indication can be used in
the NDEF. Using this indication, the receiver can identify if
dynamic interleaving is done or not in the transmitted data
and can decide if dynamic interleaving settings are to be used
to recover data in secured manner. For example, value 1 of
indication bit can indicate that dynamic interleaving is done
and value 0 can indicate that dynamic interleaving is not done.

The exemplary embodiments disclosed herein can be
implemented through at least one software program running
on at least one hardware device and performing network
management functions to control the elements. The elements
shown in FIG. 3 include blocks that can be at least one of a
hardware device, or a combination of hardware device and
software module.

While the invention has been shown and described with
reference to certain exemplary embodiments thereof, it will
be understood by those skilled in the art that various changes
in form and details may be made therein without departing
from the spirit and scope of the invention as defined by the
appended claims and their equivalents.

What is claimed is:

1. A method for facilitating a near field communication
(NFC) between devices, the method comprising:

dynamically interleaving information to be transmitted

using randomization by the first device;

transmitting dynamically interleaved data by the first

device to the second device; and

transmitting dynamically interleaved settings by the first

device to said second device,

wherein the interleaving comprises:

determining by the first device, at least one of a number
of columns for a matrix, a number of rows for the
matrix, a data filling format, a data releasing format, a
data filling order, a data releasing order and a number
of layers of the matrix and interleaving the informa-
tion into the matrix according to said determining, and

wherein the number of columns or rows is calculated by:

processing a bit in set clock cycles by the first device;

fetching bits in a set location from the processed bit
sequence by the first device; and

identifying the number of columns or rows correspond-
ing to the fetched bits by the first device.

2. The method of claim 1, wherein the determining of the
data filling or releasing format comprises:

processing a bit sequence in set clock cycles by the first

device;

fetching bits in a set location from the processed bit

sequence by the first device; and
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identifying the data filling or releasing format correspond-
ing to the fetched bits by the first device.

3. The method of claim 1, wherein the interleaving com-
prises performing interleaving by using a Random Skip
Count.

4. The method of claim 1, wherein the interleaved data and
the interleaving settings are transmitted at different time
intervals in a single channel or are transmitted in different
channels.

5. The method of claim 1, further comprising de-interleav-
ing received data by the second device, on receiving the
dynamically interleaved data and the dynamically interleaved
settings from the first device,

wherein the de-interleaving further comprises:
receiving interleaved data by a second device;
receiving interleaving settings by the second device;
identifying a data releasing format by the second device;

and
calculating a data releasing order by the second device.

6. The method of claim 5, wherein at least one of the data
releasing format and the data relating order is identified from
the received interleaved data by the second device.

7. A device for performing near field communication
(NFC), the device comprising:

an interleaving module for dynamically interleaving infor-
mation to be transmitted using randomization;

a transmitter module for transmitting dynamically inter-
leaved data and dynamically interleaved settings to a
counterpart device; and

a receiver module for receiving dynamically interleaved
data and dynamically interleaved settings from a coun-
terpart device,

wherein the interleaving module determines at least one of
a number of columns for a matrix, a number of rows for
the matrix, a data filling format, a data releasing format,
a data filling order, a data releasing order, and a number
of layers of the matrix, and interleaves information in a
matrix according to said determining, and

wherein the interleaving module inputs a bit sequence to a
first randomizer, processes the bit sequence in set clock
cycles by the first randomizer, fetches bits in a set loca-
tion from the processed bit sequence, and identifies the
number of columns or rows corresponding to the fetched
bits.

8. The device of claim 7, wherein the interleaving module
inputs a bit sequence to a second randomizer, processes the bit
sequence in set clock cycles by the second randomizer,
fetches bits in a set location from the processed bit sequence,
and identifies the data filling or releasing format correspond-
ing to the fetched bits.

9. The device of claim 7, wherein the interleaving module
uses a Random Skip Count to perform interleaving.

10. The device of claim 7, wherein the transmitter module
transmits the interleaved data and the interleaved settings at
different time intervals of a single channel or transmits them
in different channels.

11. The device of claim 7, wherein the interleaving module
receives received interleaved data and settings, and deter-
mines a data releasing format and a data releasing order to
perform deinterleaving.

12. The device of claim 11, wherein at least one of the data
releasing format and the data releasing order is determined
based on the received interleaved data.
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